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Overall Objectives

This step-by-step guide details the process of creating an Rsam Administrative Grouping to help better organize and
manage similar types of administrative elements in Rsam. During the process, we will create administrative groupings;
use the filter in the administrative screens to control which configuration elements are displayed; assign administrative
privileges; and use the Administrative Groupings to "Pre- select" configuration elements that will be exported in
environment migration.

Prerequisites

This Administrative Groupings guide requires a basic understanding of the data and configurations utilized in Rsam
Questionnaires, Record Types and Workflow. While you may complete the tutorial, you will need a foundation of
Rsam knowledge in order for the concepts and relationships referred to in the explanations and exercises to be fully
understood. Itis assumed that certain structures, elements and workflow components are in place in your Rsam
instance or, that you already have the knowledge and skills to add the needed configurations. Although these items
are referenced, this guide does not go into detail on how to create them. If your templates in Rsam look different than
those described here, simply select your own desired elements.

Scenario Descriptions

Through this process we will:

e (Create an Application Assessment Administrative Grouping

e  Use the Administrative Grouping Filter to display only elements related to this group
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Session 1: Create a Administrative Group

Exercise 2: Administrator Groupings

Steps to Follow

Login as a Rsam Administrator (r_admin for the training labs)
Navigate to Manage - > Administration

Expand Options

Select Administrative Groupings

Select Add and enter a Group Name and a Group Description

= ¥3Galvanize

o

(Y Assessments Manage ~Records Search

Structures & Elements

Criticality / Risk & Standards

Workflow

Reports & Views

Environment Migration

Options Q

RSAM Options
RSAM Registration
Connectors

LDAP Admin - Server

LDAP Admin - Domain

Maintenance

Fields

Group Name

Group Description

6. Select Save

Goskiop-MSINVab/SHOENURSAM_WEBADMINWA_DEFAULT aspx?AppIID=1750146e-cB24-4816-afc9-a0ba 76694847

Admin Gr¢ Offline Data Gathering

Users/Groups

Admin G

Permission Assignments

Control Libri - Administration

Special Distribtion = Training

Template - Assessment Questionnaire - AQ
Template - Exception Management - EX

Template - Indicators - IND

Template - Questionnaire Workflow - ASMT
Template - Questionnaires & Questionnaire Findings
Template - Rapid Report - RRPT

Template - Risk Management - RM

Template - Risk Register - RR

o | T - Uni |
e — o emplate - Universal Elements
Template - Vulnerability Management - VM

o -
o
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Values

Audit Application

Audit Application Elements

Group Name
Audit Application

Group Description

(6 o

Add Administrative Groupings

Audit Application Elements|

[ Save & New ] [ Cancel }
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Session 2: Select Related Configuration Items

The administrative grouping can be associated with most Rsam configuration items. When you select an administrative
grouping in the center Admin Groups Tab, the Item Types Tab displays on the right with a List Box containing the
possible Rsam configuration elements.

For this exercise we are going to add our newly created Record Category and Record Type.
Steps to Follow:

1. Select Administration Groupings in the Options Menu

2. Select the Audit Application admin group in the middle window pane.
3. Select Item Types on the right window pane

4. Select “Record Category Type” from the drop-down selections

5. Check Show All

6. Checkthe TRN: Audit Records category type

7. Click Update

= i; Galvanize ¥ Assessments Manage Records Search

B
Structures & Elements Admin Groups Item Types
Criticality / Risk & Standards m edit | [ peid : [ Show Al Record Category Type | # io
o Admin Group o : { Check/Uncheck Select&undate ] [ Cancel J
Reports & Views Audit Application o 3 Item Type o
Control Library - General IT Assessment o g TRN: Audit Records
Environment Migration Special Distribution - Training : [J AQ: Assessment Question Library - Draft
Options Template - Assessment Questionnaire - AQ 3 [J AQ: Assessment Question Library - Active
Template - Exception Management - EX 3 [:] AQ: Assessment Question Library - Archive
RSAM Options Template - Indicators - IND | | 0 AQ: Assessment Question Library - Possible Answers
RSAM Registration Template - Questionnaire Workflow - ASMT 3 [J AQ: Domains
Connectors Template - Questionnaires & Questionnaire Findings i D QF: Findings from Questionnaire
LDAP Admin - Server b Template - Rapid Report - RRPT 3 [0 QRR: Questionnaire Response Review
LDAP Admin - Domain Template - Risk Management - RM 1 [J RR:Risk Register
Administrative Groupings o Template - Risk Reglster - RR || O RRPT: Rapid Report Templates
Maintenance Template - Universal Elements 3 O ex: Exception Management
Template - Vulnerability Management - VM | D VM: VM - Qualys VM
[0 vM: M - Nexpose
3 D VM: Metrics - Vulnerabilities
| | O poc: bocuments
[0 CcoNTACT: Contacts
3 D VT: Visits / Trips
|| O srer: saved Reports
P
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Exercise 2: Administrator Groupings

8. Repeat the same process but Select “Record Type” within the drop-down options

9. Select TRN: Audit Records

10. Click Update

Assessments Manage Records

Search

= J3Galvanize o

Structures & Elements Admin Groups Item Types
Criticality / Risk & Standards m ‘ Edit | { Delete | [ Show All Record Type ‘ s io
. - l ( Check/Uncheck Selected J Update\‘ ‘ Cancel ‘
Workflow Admin Group B o L { J )
Reports & Views Audit Application Item Type o
Control Library - General IT Assessment g TRN: Audit Records o (Root)
Environment Migration Special Distribution - Training [J AQ: Assessment Question Library (Root)
Options Template - Assessment Questionnaire - AQ C] QF: Questionnaire Finding (Root)
Template - Exception Management - EX C] QRR: Response to Review (Root)
RSAM Options Template - Indicators - IND [ QRR: Assessment Procedure
RSAM Registration Template - Questionnaire Workflow - ASMT O RRr:Risk (Root)
Connectors Template - Questionnaires & Questionnaire Findings O rret: Rapid Report - Template (Root)
LDAP Admin - Server “ Template - Rapid Report - RRPT [J RRPT: Rapid Report - Part
LDAP Admin - Domain Template - Risk Management - RM [0 RRPT: Rapid Report - Text Substitution
Administrative Groupings Template - Risk Register - RR D  EX: Exception Request (Root)
Maintenance Template - Universal Elements [0 VvM: Vuinerability - Qualys VM (Root)
Template - Vulnerability Management - VM C] VM: Vulnerability - Qualys PCM (Root)
D VM: Vulnerability - Qualys VM Summary (Root)
D VM: Vulnerability - Qualys Tickets (Root)
C] VM: Vulnerability - McAfee Vulnerability Manager (Root)
C] VM: Vulnerability - AppScan (Root)
D VM: Vulnerability - WebInspect (Root)
[0 vM: Vulnerability - NetIQ (Root)
e T o
75 Page 1 : of 1 7% Page 1 s of 1
11. Continue this process for the following items.
Drop Down Box Option Item
Home Page Widgets TRN: Welcome (Training)
Object Type Standard Library for Global Records
Workflow Record State Gen: Finding Open
Record Type RM: Remediation Plan (POAM)
Record Type RM: Risk Acceptance Request
Record Type RM: Compensating Control
Record Type FE: Follow Up Event
Workflow Roles U: Object Administrator
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Session 3: Exploring Administrative Filtering Options

Steps to Follow:

1. Expand Structures & Elements

2. SelectRecord Categories

3. Clickthe Filter lcon T

= is Galvanize {} Assessments Manage Records  Search
Structures & Elements 0 Category Types o T
Attributes m | Edit || pelete
Object Types -
Category Type o
~ Standard
TRN: Audit Records
- Aspect
AQ: Assessment Question Library - Draft
~ Container
AQ: Assessment Question Library - Active
- Entity AQ: Assessment Question Library - Archive
Record Categories e AQ: Assessment Question Library - Possible Answers
Record Types AQ: Domains

F: Find fi i i fixed
Criticality / Risk & Standards QF: Findings from Questionnaire (fixed)

QRR: Q i ire Response Review

Workflow | RR: Risk Register

RRPT: Rapid Report Templates
Reports & Views o 5 G

EX: Exception Management
Environment Migration VM: VM - Qualys VM

VM: VM - NeXpose
Options P

VM: Metrics - Vulnerabilities

DOC: Documents
CONTACT: Contacts

VT: Visits / Trips

SRPT: Saved Reports (fixed)

MG: Metrics Generator (fixed)
M- Matrice — All Dacarde

75 Page 1 + of 1

4. Select the new Administrative Grouping item “Audit Application”

5. Click Apply

Administrative Groupings to Display nl

Select the Administrative Groupings:

Show All

Audit Application o

Control Library - General IT Assessment
Special Distribution - Training

Template - Assessment Questionnaire - AQ
Template - Exception Management - EX
Template - Indicators - IND

Template - Questionnaire Workflow - ASMT

Template - Questionnaires & Questionnaire
Findings

OO0 000OO0OoOoa o

Template - Rapid Report - RRPT

6. Note that the list of Record Categories is now filtered by your selected administrative grouping(s) and we only see the
category recently created TRN: Audit Records
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Exercise 2: Administrator Groupings

7. Now select Attributes. The filter remains in place and we see no Attributes as we have not added any at this point and
the others within the system have been filtered out by the grouping.

Structures & Elements

Attributes o

Object Types

— Standard

— Aspect

— Container

— Entity

Record Categories

Record Types

Criticality / Risk & Standards

Workflow

Reports & Views

Environment Migration

Options

Attribute Types (Questions) e
{EJ ‘,Searchl {E m { Edit 1 { Delete }
Name B Type £
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IMPORTANT INFORMATION:

Leaving the Filter checked will cause any additional elements; Attributes, Record Categories, Record
Types, Objects and so on to be automatically added to the grouping and filter. Selecting multiple
groupings will add those elements to all selected groupings.

Using filters can be very useful when you only want to work within one solution and not see elements
of other solutions. However, keep this in mind if you think something is missing as the filter maybe
hiding related element, if they were not already added to the filter.
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