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Overall Objectives

Prerequisites

This Administrative Groupings guide requires a basic understanding of the data and configurations utilized in Rsam
Questionnaires, Record Types and Workflow. While you may complete the tutorial, you will need a foundation of
Rsam knowledge in order for the concepts and relationships referred to in the explanations and exercises to be fully
understood. It is assumed that certain structures, elements and workflow components are in place in your Rsam
instance or, that you already have the knowledge and skills to add the needed configurations. Although these items
are referenced, this guide does not go into detail on how to create them. If your templates in Rsam look different than
those described here, simply select your own desired elements.

Scenario Descriptions
This exercise builds upon the Administrative Grouping Exercise completed earlier.
Through this process we will:

e (Create a new user account and assign the permissions to this group

e Review the administrative user interface from this user’s perspective
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Session 1: Creating System Roles

Steps to Follow:

1. Login as the administrator: r_admin
2. Select Manage - Administration

3. Expand Workflow

4. Select System Roles

5. Select Add

= I;Galvanize N Assessii) Manage  Records  Search

Structures & Elements System Roles

Criticality / Risk & Standards Q m
o

Workflow e System Roles

U: Everyone

Workflow States - Objects
Workflow States - Records
Workflow Buttons - Objects
Workflow Buttons - Records
Workflow Roles

System Roles o
Risk Analytics Trigger Events
Risk Analytics Schedule Events
Risk Analytics Handlers
Notification Events b
Notification Queries
Notification Messages
Notification Schedules
Notification Queue

Email Listeners

Reports & Views

Environment Migration

Options
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6. Atthe Add System Roles dialog box enter the following values

Fields Values
System Role Name Audit Application
System Role Description Template for Audit Application
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Exercise 4: System Roles

Add System Roles
System Role Name
Audit Application

System Role Description
Template for Audit Application

D Allow Report Builder role
[:] Access HighBond Platform

O (o [ oo

Select Save

10.

11. Check [X] Read/Modify

12. Check [X] Add

13. Check [X] Disassociate

14. Select Save

”~

i Assessments

= ¥3Galvanize

Manage

Ensure that Audit Application is selected in the middle window pane.

In the Admin Group panel on the right, check Show All

Records Search

Select the Audit Application administrative grouping. A dialog box will appear.

Structures & Elements

System Roles

Criticality / Risk & Standards

Admin Group

& Show All

Workflow System Roles

Audit Application
Workflow States - Objects
U: Everyone

Workflow States - Records
Workflow Buttons - Objects
Workflow Buttons - Records
Workflow Roles

System Roles

Risk Analytics Trigger Events
Risk Analytics Schedule Events
Risk Analytics Handlers
Notification Events

Notification Queries

Notification Messages

Template

Template

o o o o o o o o A o o <

Template

Admin Group @

Audit Application

Control Library - General IT Assessment
Special Distributi Assign Permission

Template -

Template ggxcer
Templat <

Template - Quest
Templa
Templaty
- Risk Regzer -RR

Template -

- Vulnerability Management - VM

Asses

O Read

@ Read/Modify

(O Read/Modify/Delete
£ Add

4]

Risk I

Universal Elements

Page 1 :of1
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Session 2: Assigning the System role to the Account

Steps to Follow:
1. Select Manage = Users/Groups

Records Search

Manage

Users/Groups o &

Permission Assignments

Offline Data Gathering

Administration

2. Locate and Double click AUD_MANAGER_1

Manage

Records

Manage Users

D~ First Name Middle Name  Last Name LDAP Domain Assigned Groups  Last Login Failed Account Status Privileges
161761 Cooper,Jennifer Internal RSAM 1 0 Active Standard User
administrator RSAM System Administrator  Internal RSAM o 3 Active Super User
Aud_Manager_1 Audit Manager Internal RSAM 1 1/29/2020 10:40:00 AM 0 Active Standard User
_admin Example Administrator Internal RSAM 11 1/29/2020 11:12:00 AM 0 Active :;f:"i‘:]'i‘:tmm
r_assessment_control_review_maniAssessment Control Review Manager Internal RSAM 2 0 Active Standard User
r_assessment_control_review_teste Assessment Control Review Tester Internal RSAM 2 o Active Standard User
r_assessment_manager Assessment Manager Internal RSAM 2 o Active Standard User
r ¥ Respondent Internal RSAM 1 0 Active Standard User
r_assessment_reviewer Assessment Reviewer Internal RSAM 2 0 Active Standard User
r_audit_auditee Example Auditee Internal RSAM 1 o Active Standard User
r_audit_auditor Auditor Internal RSAM 1 o Active Standard User
r_audit_coordinator Audit Coordinator Internal RSAM 1 0 Active Standard User
r_audit_fm Findings Manager Internal RSAM 1 o Active Standard User
r_audit_lead Lead Auditor Internal RSAM 1 o Active Standard User
r_audit_manager Audit Manager Internal RSAM 1 0 Active Standard User
r_audit_material_supplier Audit Material Supplier Internal RSAM 0 0 Active Standard User
r_audit_owner Audit Owner Internal RSAM 1 o Active Standard User
r_audit_reviewer Audit Reviewer Internal RSAM 1 o Active Standard User
¢ hem_mananar Acm Manaaar Intarnal RSAM > n Betive. Standard licar

Records per page 50 Page 1 s of2 > >>
m [ wody | [ Detete | [1mportusers| [ mport sers from Directory | | Select Al

3. Select the System Roles tab

4. Check the new System Role we created [X] Audit Application

5. Select OK

Galvanize

Assessments

Manage

Records

Search

User Information m System Roles Related Groups

System Roles

[J Role Name «

% Audit Application o

[J U: Everyone

[ check/uncheck selected

Cancel

© x==
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Session 3: Login as Template Application Administrator

We can now login as the Audit Manager to see what additional privileges we have based on being given a certain
system role, that was previously configured.

Steps to Follow:

1. Logout as the Administrator (r_admin account)
2. LoginasAud_Manager_1

3. Select Manage - Administration

4. Expand Structures & Elements

5. Select Attributes

At this point, you can only see the administrative items that were assigned to your system role.

The privileges we set earlier now apply to the elements displayed:

Assign Permission

O Read
o @ Read/Modify

O Read/Modify/Delete

Assessments Manage Records Search

r Object Types Record Types
| B

Structures & Elements

Attribute Types (Questions)

Attribltes ‘ <<| | search m Edit [0 show All [ Suppress Pop-up Options
Object Types —
Name Type o Record Types @ Show in list o
~ Standard
TRN: Audit Record 1D Number &  TRN: Audit Records col-3
- Aspect
TRN: Audit Type List Box. B
- Container TRN: Date of Record Date
- Entity TRN: Audit Record Description Text

Record Categories

Record Types

Criticality / Risk & Standards

Workflow

Reports & Views

Options

TRN: Audit Evidence
TRN: Designated Owner
TRN: Management Comments

TRN: Management Risk Rating

Page 1

File Attachment
User Lookup
Text

List Box

+ of 1

eTake a Break

Stop Here

¢ Next Session Continues Shortly
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